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FLEMING COUNTY SCHOOLS 
FREQUENTLY ASKED QUESTIONS 

 

1. What happened? 

On January 14, 2018, Fleming County Schools was the victim of a cybersecurity 
ransom attack. We were contacted by a cybercriminal demanding a ransom 
payment to prevent the dissemination of personal information belonging to a group 
of contract employees.  

2. What information may have been exposed? 

It appears that the name, address, and Social Security number of certain contract 
employees of Fleming County Schools may have been exposed.  

3. What actions have been taken in response to this incident?  

After receiving ransom demands, Fleming County Schools immediately began an 
investigation and notified law enforcement. We also retained an independent 
computer forensic expert to assist us with the investigation.  

In addition, Fleming County Schools is offering identity theft protection services 
through ID Experts®. Those services include: 12 months of credit monitoring, a 
$1,000,000 insurance reimbursement policy, exclusive educational materials, and 
fully managed identity theft recovery services. 

4. Has anyone experienced fraud or identity theft as a result of this incident? 

At this time, Fleming County Schools is not aware of the misuse of any information 
potentially involved in this incident. 

5. What should I do to protect myself? 

Please use the personal code and follow the instructions we have provided to you 
to enroll for the services we have provided through ID Experts®. 

6. How many other people are impacted by this event? 

You are not the only one. Everyone whose information may have been exposed is 
being notified. 

7. Has this been reported to law enforcement? 

We have made a report to law enforcement. We are fully cooperating with the 
ongoing investigation. 

8. What are you doing to protect me or my information? 

We sincerely regret any concern or inconvenience this may cause you and are 
taking the reports we have received and our investigation very seriously. We are 
providing—at no cost to you—identity theft protection services through ID Experts. 
Those services include credit monitoring, a $1,000,000 insurance reimbursement 
policy, exclusive educational materials, and fully managed identity theft recovery 
services. We encourage you to follow the enrollment instructions you have been 
given to set up the monitoring services as quickly as possible. 
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9. How am I protected in the event ID theft has occurred? 

ID Experts® provides you with up to $1,000,000 in identity theft insurance with $0 
deductible. For a Summary of Benefits for the Identity Theft Coverage, please log 
in to your ID Experts® account (once you have enrolled) for more information.  

10. How do I enroll for the ID Experts® services? 

Please visit https://ide.myidcare/customending to begin the enrollment process. 

11. When is the enrollment/sign-up deadline for the credit monitoring? 

The deadline to enroll is included in your notification letter. 

12. Where do I find my Activation code? 

Your activation code is printed in the letter you received. This is a unique code 
that may only be used once. 

https://ide.myidcare/customending

